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720Gbps, 400Mpps

802.1D (MAC bridges/Spanning Tree Protocol)

IEEE 802.3ad Link Aggregation, IEEE 802.1w Rapid Spanning Tree

802.1s Multiple Spanning Tree

RIP, OSPF, BGP-4

802.1p, 802.1Q (VLAN Tagging)

HEYT ZRE= 9

Filtering/ACL(L2~L7) based QoS %! Bandwidth Reservation

IPv6 addressing, OSPFv3

SNMPv1/v2/v3, RMON
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PCAP (Packet Capturing Tool)

IP Flow Information Export(RFC3917)

SDM(Firewall, Threat Protection System)

SAM(SSL), Web Switch Module
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416 Gb/s, 310 Mpps
M= Afo MLT(MultiLink trunk) : 15 2 4712| 213 2 =|Cjj 32712 E& T

VLAN : Z|CH 2000 ZE = ZZEF 7|8 VLAN Tagging A4 &

Multiple Spanning Tree Group : Z|CH 64 (STG)

IEEE 802.1d MAC Bridges (ISO/IEC 10038)

IEEE 802.1p (Prioritizing) & IEEE 802.1Q (VLAN Tagging)

IEEE 802.1D Spanning Tree Protocol, 802.3af

RFC 1757 (RMON), RFC 1157 (SNMP), RFC 2570 (SNMPv3),

RFC x|

RFC 1388/2453 (RIPv1/v2), RFC 2328(0SPF)
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- - | g 535 i
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= L = EENS Y EHA NS M
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- - _ HH o = ~ o DSLor CatleModem " Infernet” )
101001000 SHEE R3] izl et oo s 224 3 ST} S AMICH 7 T o1 1SS :
TCO(Total Cost of Ownership)2 20| 7ps3Hct. e/ FOIM, M5 1M HIE 2284 SS MSELICH
" Secure Router £
Secure Router Secure Router < E
E— = A20x| 22|AH g o
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= [ = 106 < [ 10GE =
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{7 A CHH|-2 802.3af Power of Ethernet | 2!: Qﬁ §‘ 0 ;J : Ils, AHEA DS S I8S X "0 msame ) E L g
PoEE S5} IPE, 2MAP, HEQIT 7|2}, 29t 0 | || sgaSSis 802.3af PoE(Power over Ethernet) X|2| (0 R -C’ = = o
- - ol ogE - ERS2500  Gighoe AN e
%) TR, AHA ZIES 2R S0 HEIBS TS w1 e P TS R HEHA IO, e 2 ey § e
- Plug & Play IP Telephony T Ea TR, A ZHES Bx(Of hE B BF [ | e, i
- ~ J) L r = i e, |
- 32 802.1ab Auto discovery & auto topology (P wre [ ) I - Cekst 22| 7|s: L ; L ﬁ”“ ; O e—t i L
- X}= QoS: ADAC 7|5 X|&d L # :L ¢LG ‘\3 - Nortel CLI, WebUI, Java Device Manager(GUI) = t # 4 s t ERS 5510 =2y
FE g€ FE igE s
) : S C—al ©0of=| 4 @ x ® o« S S (B
(Autf det?ct3 Auto_conﬁguranon) i ‘&* ‘* % LU S —_— il | Do 0I5t oiA \_ )
- HUE Ses St SR dsEE - 487}9] 10/100BaseT EEQ} 4712| GE ZE S A9|x| &
- DMLT(Distributed MLT), IEEE 802.1s, 802.1w 9] [T} 527H0] AF2AF ZE X|$
7=z & 10| AH@ JHEM 0t &Ko Ch2Er] E& . . . - ZHESH D[R |
sty EST B Ethernet Routing Switch 4500 Series EOlE{o} RIS AU A| gt 1 juF RN O =2y . . _
- USB flashE 3t SW 2{T120|= 2 14 ey - p— of Zajjo| AN Ethernet Routing Switch 2500 Series
-7 29 52 08 A8 =< ZE 7Y
- AEKZ) TN R|SIOZ EA| HIE OS 980|= ERS4526FX 247}2| 100BaseFX ports + 27H2| combo 10/100/1000 SFP ports, HiStack ports(£2), RPS Slot od ¥E M
C0|E Ml 22 ERS4550T 487}2] 10/100 BaseTX ports + 27§2] combo 10/100/1000 SFP ports, HiStack ports(£), RPS Slot ERS 2526T 2471 2] 10/100 Base-T ZE, 27| 2| £ 10/100/1000Base-T EE=SFP GBIC
ERS4548GT 487}2| 10/100/1000 BaseTX ports, 4712| S5 SFP ports, HiStack ports(£), RPS Slot ERS 2526T-PWR 247}2] 10/100 Base-T ZE (1271 2 E PoE M|3), 27§2| 2 10/100/1000Base-T EE=SFP GBIC
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7|l H HIE

== Ethernet Routing Switch 4500 Series

AEHZ] CHOIE: 40 Gbps
2R HEE Y E / Zd ME S
M At ERS 4525FX: 48.8Gbps/36.6 Mpps
ERS 4550T: 77.6Gbps / 58.2 Mpps, 4550T-PWR: 77.6Gbps/58.2 Mpps
ERS 4548GT: 184Gbps / 138 Mpps, 4548GT-PWR: 184Gbps/138 Mpps
HE Zaj|el X2 =[Cl 9,216 bytes

= Ethernet Routing Switch 4500 Series

AEHZ] CHOIZE: 4 Gbps (v4.10{A K| &)

2917 TH=I2| AR TR T S

< ERS 2525T: 12.8Gbps/19 Mpps, 2525T-PWR: 48.8Gbps/36.6 Mpp/s

ERS 2550T: 17.6Gbps/23.4 Mpps, 2550T-PWR: 17.6Gbps/23.4 Mpps
ME Zef|Ql x| %|cH 9,216 bytes
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EEERSS VLAN: 25670| ZE = T2 E 2 7|8 VLAN Tagging ME ZE2 s E|213 E2T: E-iF 674, E2T G 47Y

R O| IE = = H i A{EH
Multiple Spanning Tree Group: Z|CH 87H2] STG VLAN: 256749 %E = Z2EZ 7|8 VLAN Tagging M54
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WEB 7|t 22| 7SS HIS e
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F2ls U SN 7| ZoIE
- #[540| 1|8 22Hel A9/ B47|942 95 A% 7534 | STEN| A9/
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7|lsAt A A E

- 5fef 2@Rt0| A2 8 17 R0 DUE 417
- Nortel Ethemnet Switch 425-24T 2} 425-48T O| 015t

2E42
*AEHO|2E SHO| IP FAE 717 BiLte] AX|S o|n|
Mortel Ethernet Switch 425 10/100 Mbps
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Network Centre

- -

s My
243 E 10/100BaseT + 2% E10/100/1000 Base-T K= GE(SFP type)
ES 425-24T o :
16Gbps Switching Fabric 6.6Mpps Forwarding rate
483 E 10/100BaseT + 23 E10/100/1000 Base-T = GE(SFP type)
ES 425-48T . - -
32Gbhps Switching Fabric 10.1Mpps Forwarding rate
IEEE 802.1D Spanning Tree, IEEE 802.1P Priority Queues, IEEE 802.1Q
EEols (VLAN Tagging) , IEEE 802.3ad Link aggregation, IEEE 802.1w Rapid
Spanning Tree, IEEE 802.1s Multiple Spanning Tree Groups
Private VLAN, 802.1x, IGMPv2, SNMP

J}EHH|2 § 880l oEz|ME

ES 4/0/ES 470-

Ethernet Switch 470/Ethernet Switch 470-PWR

N2 Fls U SN 7| ZeIE
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Mbps Ethernet Layer 2 2| X[ Q]L|C}. - Zoff HEX| ABKZ] 8l QU WA V]S - WEB 7|2 22|
Nortel Ethernet Switch 470-PWR= Power over - IEEE 802.3af Power of Ethernet X2 - SAROI LY AR X E
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wstst Mol mj2lo|E] AISAE - QI5E St 29K ZE H2 H 25T BEE
QR Zewo| ME ojZ2A 0|8 12 QoS IS HS Sttt
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- XF= MDI/MDX, 10/100 A|= ZHX|E S5t A= AEWTVS
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2TE0]
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ZUE IR 2 L i AO|EH XA} B2 71 . o =
" LAN QoS =3 SIEIRH SE, Sk vIs, =5 Ethernet Switch Nu'r]taljlg‘el:llusne
ks 71s0l 2edt 7y 470-PWR [Stack]

Power over Ethernet
1

Ethernet -
10100
-

siLtel WEYF0| 24T} HIC|2 xS 25 T3 Truks — 01100
s0x} 3= 712 betweon sos s s s =
= = = o T
- &S, HIZLA THR|, BB 240 2ol = 71 EITENTS STYETCN ST | ¥
sEmITIIIIIII I Power aver Ethernet
TETCTETY PRI M 10/100
Wireless
connectivity
Resilient Switch Cluster Redundant Power Supply
1 'i
TETEEEEY TS .
ES 470-24T-PWR
A A M
L s =K 2= =l
L TETEEYwwYY P www -
X 243 E 10/100BaseT + 222 E1GE (GBIC type,
ES 470-24T S R . ( type)
AC M2 Z|Cl| 370 Watt
48X E 10/100BaseT + 2EE1GE (GBIC type)
4'5 e I o 1 e 4 0 o 1 ----m‘i ES 470-48T-PWR AC X2 =|cj| 370 Watt
. ES 470-48T-PWR - Q124712 : 100-240 V, 50-60Hz, 1.5A max, 1+1 0|53}
IEEE 802.1D Spanning Tree, IEEE 802.1P Priority Queues, IEEE 802.1Q
pS— T2 7)s (VLAN Tagging) , IEEE 802.3ad Link aggregation, IEEE 802.1w Rapid
T ‘ = m o o L Tl ! e Spanning Tree, IEEE 802.1s Multiple Spanning Tree Groups
ES 470-48T Private VLAN, 802.1x, IGMPv2, SNMP
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e

SR 1000 Al2|ZE BRs2IRE IS Y 1Z |5
7|XIE #EMET LR, &2 =0} Hojt
SIAM S HIEIO 2 TIE MH|A0]| Wire-SpeedE
HSE2ZM 0|E Elsk= 7|0l S H&4nt

SA0] #E £E0| MH|AE MSE 5= UASH T

ohet 714

- CH7 | 42| &2 ALO|E, K|A AMH| A HS A2
POPs(Points of presence)

- AH|A ZEES FAISIHEM UESLIS ME|AE
FYA0|1 R R o2 MR} S 71 ¢

- 3] =2 0|%F FIHH|E Q10| 7t MH|AE HIS
StaA S 71
£2 4|8 WFE0f DS3Z0| E7IS5HAL MIS
X ghe H

Nortel Secure Router 1000 Series

247l |11 52| SOHO 2tH

SR 1000 Series

Secure Routing 1000 Series

e

Nortel Application SwitchE=Q|OZ 7|22 2%H|E
HUst Mt ofZ2|A 0l EUE 4I0|=E
O|F7{Lt ofoi] FZISHA| tote ElL|Ct ofZa|7 oM
HIESZ 2ote| 2 =20|R} sl L S=Mo| K|
35t= oflE2|Ao|Md lHE|ME EafE 22|(1IT™),
E._* |, HEH 2ot MH|AS Sl M2t WEX T
7|1E FXE SehEAFA F= HE|ofE2IA0l1M
$I’f§>0| 7bSEHCt

il
=
|'0||

- Active/Active EE= Active/Standby S 11 7H2A1 |2
- R[S M0t AERT B Stateful) ZHOET
- 224 Mu{Q} 22 AMb{, VoIP(SIP), Wireless

Fast Ethernet 2} Gigabit Ethernet 20| A M| SE|=
Nortel Application Switch= 7|219| AHAM S JHMSI 1T
2YS thrstslH, SAl0 Dos 21} ofZ2|#H|0|M
L2ozHE 7|0l B s C)

EESH Nortel Application Switch £ A}236}01 CFFsH 2l
E{Z2l0|X J| IS0 AHstEl AUIAS 8N

ZHSe F ASHC

Chat 71

-H|ZH A oiZ2[A 0|8 S 2ol UIEZE &5t
oiZ2/701M CIHz|ME Eafg] 2a|, Sgt ofZ2|A
oM X7, HEt 2ot 7|SS Salf M2t LE/S0

m
B
=
m
a
=
m
—
Y
(o]
Cc
=
=
®
0
z
=
(@}
Bl
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F7)s Y S5 A= R Internet(WAP) 2= 1Al et 71 Sxtol ciet o2 Fcksfotnnt stz 71g]
) of =78 - DNS, LDAP, 7HA| 2|C[2M 3 2= Wi A ZiHE
A 20| NS EE H L5 e =0 —= = N QIR | ME (Layerd~7) AQ|El - 2l 7|HHH| =LA 0fZ2 3|04 (04:ERP,CRM)O|L}
CBEGEFIA|IE U HIEHT ME|AT} EFAEL El Secure Router .....:.., - CHod= 22|, #|0|=Zl(shaping), £EM| 8t TCP HE| AHMICH O1Z2|H 0|M (0l: M LAN, VoIP, EIAMH|A)E
ASIOIME QFEIRIol Wire-Speed K12 3120 SZ NAS2216E =2l A2 AN3} SSLIKS AFZ3104 Alio] 9|2 Sirl 5l A} 3H= 7|¢f
HE| 2F 7|s HECE ZHs Xy B TDgSEjT;f ISt DoS E 5 protection (TCP, IP, UDP, ICMP),
- DEAZ XS IR, HE|2IT ZE J1AL Ethernet Bogon(Bogus IP) ZE{2! - ITHO[E] MIE|, HIEST, SAE CIZEIE 2[5t 1M
VLANS HEH | XE - Symantec Intelligent Network ProtectionZ}2| 235t ARIAS EHRZ 5= 7|, SAE HZH|, AHE
+ IP sec VPN, AEH7 [t} 2 7|4k NAT, ‘ Secure Router s3t HIZ LI, e-business M| HZ |
Dos HEX| %%I-E_d‘%l_} Hotyls T1E1 Internet - Nortel Threat Prevention System (TPS) &3 Z0IE,
- I3l Qos 7|52 S5l 24, H|C| 2, H|0[E Ecf= SSL VPN, E431H, IDS, Virtual Private Network - 22121 MH|A9| 71241t M SIS E5l| 3AIE
A== 3‘-|7512F Secure Router Secure Router Bl B - - a e (VPN), M Z(Wire-speed) ZE{2 H35511 JMEL 1R} Bh= TE
1004 1002 3 - Open Application Programming Interface@} 32 7|dt
£ XML QIE{H[0]A 7| TS LS APHSIE MU|ASE S 2N 02 HE
CITM S9| &z |E 2|5t 22 Application Element SHIR} SH= M| A M 24|
orH st Sé‘s‘?" S o Manager (ASEM) %
\__\_/ J|& AlF L | ger (ASEM) H|S
B|c|2, Hl0]H
Za|7 0| A 3408E 2424E 2424E-SSL 2216E 2208E WSM
EFES 12 28 28 18 10 4
10/100 Base-T - 24 24 16 8 4
Secure Router 1001 & 1001S= &2 AFRALLEIY OlM 22 T2l S MESIHEe 22X TUELTHIYE  h| Q| X|ALRt IZAX|of| T&SC| WAN HHAS HZ 10/100/1000 Base-T e - - - - -
Mol olE{yll oiZo| Heft BE T Aetatct 0| Wire-Speed2| TUEL CHAZ 0| T O[A2 2 gh|ch o7 ClYsiH| 228 = = ZEAHES T1 0L SFP-GBIC e 4 4 2 2 4(Combo)
SR 1001 % 1001S= 1709 TUEL EE = A2 &t 2= QIGLICE ISDN BRI #12 MEHSIH SRi240 E1 ZE VWS MSstH 2| 4XE (TUEL K| X|[@E 5 JHaE M X[ 1024 1024 1024 1024 1024 1024
HEE M| Z5lH oite| ZAMESH SSHE M Z=dst =ORELCE ASLICH SR 1002 ¥ 1004 [ 110| MST g AXE AR M XS 1024 1024 1024 1024 1024 256
7158 25 MSECh 115 Mu[ AT 2 stEl AEl 2% 7Hst Secure Router 1002 X 1004 2t2Ef = Qo] 7152 ZR|2H SH42| QA0 ZBHEO|A HSEH|C. o 2048 2048 2048 2048 2048 2048
A MM am am am 2M 1M AM(Max)
Secure Router 1001 Secure Router 1001S Secure Router 1002 Secure Router 1004 Layer 7 &S (H4/%) SLK™ SLK SLK*3 oK 15K 15K
g _ . i . Layer 4 A5 (M/AM/%) 110 K** 110 K 110 K 40 K+ 20 K** 24K+
3} SSL 7} (tps)™ No No 300/1000 No No No
35} SSL VPN No No Yes No No No
Backplane 16Gbps 16Gbps 16Gbps 16Gbps 16Gbps 128Ghps
UH|EQIT IREZE0 EF St IPv4iv6, RIPVIN2 , BGP v4 , OSPF, TFTP (RFC 783) BootP (RFC 1542) BootP (RFC 951) Telnet (RFC 854) EtherChannel S&t E&Z!
T2l AF2k: measurement A2l 25 :100-240 V ac @ 3.5 Amps, 50-60 Hz, Z|CH 724 A2k : 250 Watts
St A s Afek 2:0 240 ¢(32 2104 F), ATHSE: £ 85%, H|SZ

*10/100/100 Base-T or 1000 Base-X MEAE ZE, =AM 40| gl= AN EHE HIAE AlLt2|2, =+ AX|2HE B AE AlLf2|2
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for OWA File Access Through the NAA 510 across. Nortel

Simulated 256 Kbps Links

1,057, -{El

in Various Test

Savings Realized for 1MB File Transfor
Kbps Links.

23 Measured by IBM Page Detailer

1,057,219 T085,042

- #2| Y RX|[E57} 2HEHSE Single-System-Image 2 - 712N M S S5 | 7 Ghise| M2 |2k M2
Plug-and-Play H{X| & Et&¢ -CPU REZC X2|E S5t AQX| 7|H 7[0S
M) ZED|CI0f, SIP, VoIP Afl|20f CHt 253t 2|2st 24 2N Hol &2 - e e

@ Mo accetoration

-HIO|2{A, &, DoS ZZHOZEE S2M HEYI ES - Threat Protection System 2! VPN Gateway ZX| 2= o -
- SOAP/XML, SIP, VoIP, P2P S %|&Ct o Zz|AH|0|M b § (13 0c)
al MH|A ES - 99.999% 17}2AM 34 2 2|5 Active-Active 7+A |5 96X | 10X
S S o E= 7.3 sec) 140 soch
M5 o8t glo| SIP, Vo, 4, JlEl D2 MulA 25 - HEI0L B ORE] Hol USIS 9i3 e Bt
2 x|2 20]0] THZ! ZHA| gd
E 79.135
i 1% i 12,008 13,761
% (23 soc) ; I?"Tsu(l m:sm ; i

Microsoft Outiook Web
Access 2003

" - SharePoint Server 2003 it kel

3 No acceleration I naaswo
[ s 510 acceieraton
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Numbers above bars represent bytes delivered 1o cient. Engineors used the first
pass results for the SharePoint and VWA application tests and the d-par
reading for the IS tost

O =1 DAM= OHIZ|ME EHQt A|AHE

Nortel Switched

cirewall lication Accelerator

HOLIMS NOILVYOITddY

14

Nortel Switched Firewall (NSF) X% E%EI.‘P_E ESnke]] 2|70l £ UEYYT ofZe|AHo|M1} MHIAS ES o
UIESIT 291 Yok TIST Alnol walig Zetazl EhLc T
— N C
= O LE| 7l 2 i
HZZ2elct NS_F FEED| Q= LH VST V|1Ent Checl_( Point ©| ot z=Q7 |§ E_<I Eéwéi __rl-/gE g
Nortel Switched Firewall £2M2 SIP(Session Initiation ATZEQ 0] 7|&9| Firewal-1/VPN-1 S At TAs9| <
. (%)
DAf gl X|o o|ztst o Ol AMo| Hol £EME h o = = 5
Protoco), VolP, 41 S¢ Alelofl Elzist ZERICIOf 012 H8Nel mot SFHE M, -2 7]8t ofZ2Al014 71 Y UES S8 718N Application Accelerator g
23} (510,610) g
o o
< HAI2X| 9 SCF AT SHALS E5) ZX| SEAL
Switched Firewall Director IR AEA Y SH SR uS S8 EE Y SSL Acceleration =
- = HTTP Compression Web Server Fam
WAN EH = -9-%751 Al"‘g’ Browser Cach Offload
O'IEEP' | | %El'il'% %@ TCO(’S i?rH |‘g' ljzll'i Connection Pooling
o _ _ HTTP Redirection
ME] EgtelE E6t 22|75 St Network Server Load Balancing
i Denial of Service Protection
CHeFst ¢l E 11 A{(Statistics & Reporting) _— Intelligent Traffic
Internet Internet Al A End-User Appli&_:ation Management
e > ci}! (=] 7'5 (20?)‘:)”2:(?00)
NSF 5114/5124 - TG00 - P - Adaptive Compression '
Ethernet Switched Firewall Accelerator 6400 or 6600 Ethernet 2 HHIXEZE XS o2 DL|E2l 5lof Z|Al0| ot=2S
- . AL CPU Eof, 22I0|21E & Al XU ES 1ad
Session Acceleration = = =] A
~ o o contentdy| 2} b= MEE TA5H0] ML
7|§ Al'cét 7':' I-H_E e ~——— Outbound Acceleration -
- Browser Cache Offload Inbound Acceleration Web Applcation Application
= L Fam Database
== 5106 5111 5114/5124 6416/6426 6616/6626 2EME| FEI(ZH0f BAIE|Of U= B2E 2014,
= ZE0|PE=7(210| Btz 2 7K EXM RENMES
2|2 (Gbls) 0.350 12 16 5.0 7.0 ==l oles WIS T
. MeH six| L= &
Z2ch ol 3600 12000 10000 20000/ Director 20000/ Director 7 | 2 0 |.0I: al X'|| o)
H > =
7k A MM 0 0 0 750 000 750 000 - Delta Encoding =e = AE
= A MM 250 000 300 000 500 000 2000 000 2000 000 2% BIO|E 2o ROJY F5t0f 2o HIOJEA 2} T e
= = = PY ication Accelerator ication Accelerator
Layer3 Z2E= OSPF OSPF OSPF OSPF, RIP 182 OSPF, RIP 182 Hlal otof B E 2201 9% ofof WS e &
VPN %{2|2 3DES1 (Mb/s) 55 88 88/350 Directorg} (88/350) Directorg} (88/350) Processing Single Dual-Core CPU @ 2.33Ghz Two Dual-Core CPUs @ 2.33Ghz
VPN EA| B4 10 000 10 000 25 000 25 000 25 000 . Single Field Replaceable Serial Attached SCSI Dual Field Replaceable Serial Attached SCSI
JhAk Hksje No No Yes - 250 No No Hard Drive @ 73GB and 10K RPM Hard Drive @ 73GB adn 10K RPM in RAID1
VLANS/IEEE 802.1q Yes Yes Yes Yes - up to 242 Yes - up to 242 N aTEeEs Dual Tri-mode Copper Network Interface Ports | Quad Tri-mode Copper Network Interface Ports
Multilink Trunking No No No Yes Yes @ 10/100/1000 base-T @ 10/100/1000 base-T
Plug-and-Play No No No Yes Yes Memory 2GB RAM 6GB RAM
7teM Yes Yes Yes Yes Yes Power Single Field Replaceable A/C Power Supply @ 850w | Dual Field Replaceable A/C Power Supplies @ 850W
Ethernet TX ZE: 10/100 0 24 0 Fans Redundant Hot-Swappable Redundant Hot-Swappable
Ethemnet TX 2 E:10/100/1000 2 0 83 Clusters Supports 256 256
Ethernet Fiber ZE 2x 1000SX 4x GBIC 8x GBIC3 Throughput (Mpps) 1300 2600
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- Wire speed with Clean-zone
-2tk 314 SS WA HIEY ot &7

- ASIC 7|€k2| MDS ( Multi Dimension Security) HIZI
- UIE2{ 3 attack 2A[ZH ZX| A AFSAIE, siF|

- Access 2! End point security service
(Zero-day Protection)

MR XL [Smart Protection]

- &, Bio[2{ 20 ZHE Folf TPl e MH| A EZERS
Mgx o= XiEHl0] §R0| Al B

- L2~ A HEZ 0|23 Al ot B 1 AO ol MAJZERfE

- MDS (Multi Dimension Security ) 2l

. 7};‘5%} 3'-|'E| -Eél- :l.}x“ AlAE‘H

o

- AA|ZH Attack A= AIA|Z}E X[ E & History ZL{E{2! M| &

- QoS-Wire speed 2| QFXAI0| HE|D|C|0 AMH|A £
-LAN EafjElo| 27, @M & 4%, Dscp 0z & 2|0t
(Marking & Remarking )22 0| J2|E|Z ofZ2|7|0|M
MH|A EA Kbps B2 ZEJ |t Rate Limiting 7|5,
87| Queue = 0|26 QOS K M|Z

Ethernet Security Switch ESS 22242}?
-HEQ|TQ Eoto] SEHE MER JHES| DAS L2 Eot ALQ|R|

- 2742] Giga ZEQ} 247{2| Fast Ethernet ZE |2 2 AlA|Z} 2Ot 7|5 M| Z6tHA] M| ZEof ChEh Z|C 3|1M 22 2A

Full port wire speed with Security
28.8Ghps switching capacity, 6.88Mpps throughput

SecCurity Real-time detection and protection
ASIC based Multi Dimension

Self-runnin 0 No signature update based Security £ngine

Sim p l€ No management for clean-service

M|A| Z|Z= Wire speed L2 Security Switch

ESS 2224

Ethernet Security Switch 2224

- Smart Protection
Physical Data . Network [Transport

Cable disconnected N\ \
—

MAC Flooding Attack
IP Spoofing, DHCP Attack, ICMP Attack

TCP Syn flooding Dos/DDoS Attack
UDP/TCP flooding, Scanning Attack

Protection
Security Policing "

N
°

(U s

N N
D - -D-@
Cable Loopback Test
MAC source/dest address
IP source/dest address/port 1P range
Pmlocu\(TCP/UDP/ICMP)

TCP/UDP dest port
Port pattern/IP pattern
TCP flags

NN Y

et Routing Switch 4500 Series

UP to 8000 MAC Address
M= Aot A9|x| TEE! CHod®/Tajlol M4 £ : 28.8Ghps/6.88 Mpps
Flash memory : 16MB (Max 32MB) , SDRAM : 128MB (Max:256MB)

Multi Dimension TCP Syn flooding , DoS/DDoS attack , UDP flooding , Scanning
Security Engine IP Spoofing , DHCP attack , ICMP Attack , MAC flooding , MAC Spoofing , ARP attack

EEHMSHY YEl2l3 E2T: £ 67, E243 S8 )

ZEEI NS VLAN : 25670| ZE to= T2E3 J|HtVLAN Tagging AMEH

Multiple Spanning Tree Group

= =y —
e F20ls Y S

Nortel Threat Protection System ZEZZ|2& ALE - Deep-packet Pre-processing 2! ZIA|E SEaf| 218 4A|
(snort) 7|gt IDS(Intrusion Detection System)S X{EHG} - 0|AKanomaly) AFHE S S5t LK K| 22 28 LA
D 9lon], ol HSH ol old BE UISS MBS A MY Be 7E
47| Z| 19| Switched Firewall 2} ZEHA|Zi5L|C. - SNORT F{FLE|Q} M} 2ot MZET EIS S5
O] STl AAHI2 512, 32, &, HIo[Z A= 2E] 1| ME2 /8ot F Mol st 24 HE &5
EQo|3E HEgshCl 0| 7|&2 &K Multilayer In-line - 28} o[HIE H|o|E{of| et He| YL 2
IPS (Intrusion Prevention System) 22T} Real-time - 240} fE Epfmlo| Mutgl 2N
Threat Intelligence A|2~-E0{71X| ZHoH| &L CF. -ME2 HCt S KT | /s Z2x ez
o3k 2821 2l ol AlLe
T2 x|} o8 Elm 2 LO{H|A O] F ot =&} 22|Xte| 8 ZR|7} Iks
MES AXCHSHS ZIK[517| 2/5HLE[#|0]0f ZHA| MZ A5 ofFnt AOROl LI &E 7| ZE e
9} 0} (anomaly) 274! 25 Z0E olshu|g Ju|7t gl v gt =
- SNORT AMEAL FFUE[2| MAKQI XAl S &Est= - 71 iAol EotEM| 7 X ] e =
AR EloJEH 0]~ Y EQF EE 50| thgt olah 7 TPS 2070-DC
12 32|9t BN} HZSl= MEE J|HoR2 5t & - BHEE S5 S UIME 2l 2E A HE B _
Mol Y| EQ|T B59} ZXo| Hot x4 x5 ofZ2/7A01M 7184 U Ms0| P& &ET| & Switched M
- AR 0| S LElo| Ciokst K|S HiEto 25t Firewall, 2}E{, 2= Application Switch ] é;:: §
ZHHSt TPS(Threat Protection System) HiA| 2 X[ & A2 B S HI0|E off fIRl / SAS AR LA TPS 2070-1S o

e =220l 1

TPS

Threat Protection S

TdE 7l At R MR
TPS 2070-IS(instrusion sensor) TPS 2070 DC (Defense center) L.
T enmmEmEEN: CEE U T aemaasess: oEl Model number Description
TPS 2070-DC Threat Protection System 2070 Defense Center 21}

2| ~ZEL o],
22| X &5 100 Mb/set 2l2tel RAE 2faf bypass NICE
TPS 2150-IS H|S5h= TPS 2150 Intrusion Sensor.

4 x10/100/1000 TX. 1 GB RAMZ} 80 GB HDD Z}At.
Zlol ZIX| £ 521000 Mb/s@} 212l 2212 2|5 bypass NICE
TPS 2170-I1S | &5h= Threat Protection System 2170 Intrusion Sensor.
4 x 10/100/1000 TX. 2 GB RAM, 80 GB HDD, & CPU ZH&t,
100 Mb/s2| EB}EIS 2|51 8,1927H2] =0 Tt AIA|Z
TPS 2050-TI 28 2M = X|lsk= TPS 2050 Threat Intelligence.

4 x 10/100/1000 TX. 1 GB RAMZ} 80 GB HDD Z}%f.
1000 Mb/s o| E2fZlS X{2|5t1 65,0007H2] L= =0f| CHEH
= : = TPS 2070-TI AA|IZH 28 BA 2 X|2I5H= TPS 2070 Threat Intelligence.

I -l -I 4 x 10/100/1000 TX. 2 GB RAM, 80GB HDD, 772! CPU ZH&L,

Internet ] __: W Internet

m
B
=
m
a
=
m
—
Y
(o]
Cc
=
=
®
0
z
3
(@}
Bl

HOLIMS NOILVYOITddY

NOILNTOS ALIIND3S




e

Nortel VPN Router ZEZ2| 2= 2U2|=|0{o} & IP
HIETQ}L ClE{UlolA oFHSt iZ S 2lal 2,
IPSec, SSL VPN, HiajEd [HoiZ= 2lz| 253}, QI1F,
Hlojef FZME M SHlCt Nortel VPN Router=
DR KAMEE 2 WES T SHETR |

iH| =2 oS, 2ot & 7SS MSattct £ot, S5

I oco:
Yol 7lsT 2, poid, SR v B sHE

H|ZEH|C Nortel VPN Router ZEZZ| 22 K|
O{C|A{LE 212 ®MZ U Site-to-Site VPNS M| S&H =

el

UEHEL
= ol E
Fools 9 SH

- S5 Z[Z22 VPN
- Z|CH 5,000 IPSec E{ M| 2
- SSL VPN Module 1000
- M| 3M|CH SSL VPN A{H|A X2
- VPN Client
- VPN ClientZ A}23|| 2Lt o8 EH 2124 ®2 H|
- AEf| 7 |EKStateful) Ela
- A Zbol| 042 EHA| Q| it T1i5 H|S
- IE 7|9HO| QINIEt BtRE M| A
- OSPF, RIPVIA2, VRRP, BGP X| 2
- LANZ} WAN 71| 7015+ MEH
- 10/100/1000 Mb/s Ethernet, Za{|2! 2I2j|0], PPP,
T1/E1 CSUIDSU, HSSI, V.35, X.21, ADSL, V.90 Z&!
CIE{T|0|AS 25 X[
S EZNO| 2| M| A

- Z|CH 2,500 CHO| Nortel VPN Router £124 A&, 22| 7t

Ok

7l At A

o

Nortel VPN Router 221

Headquaters

Notel VPN Franchisers/
] Multi-Element Manager retailers
. Large - Multi-device i

- e
Headqurters n\;/:n configuration H% W 7
Js— = — for up to 2500 i
1 — Noterl Vpn = N\ L/
L = —— &£=—=2 Router devices Notel VPN Router 221 | | Notel VPN Router 600!
-fl s )

Notel VPN Router 500
database, directory,
security servers

% Mobile Worker

Notel VPN Router 2700

Notel VPN Client or
SSL-based Web browser

Remote suppliers

Medium S —_— Q
Headqurters [1=—————1] _—

Small
Headqurters

v

Notel VPN Router 1010

Small office

Notel VPN Router 1700

Distributors

Branch offices/ | T e — Q n
Headqurters mum -
Notel VPN Router 1010 Notel VPN Router 1050 — -~

Nortel VPN Router 251 Nortel VPN Router 600

(Z|cH S7HO| ALSA} E£E ERliR| E1E)

(Z|cH S7HO| ALSA} EEE ERliR| EE) (30742 AFEA} EEE ERliX| )

TLT11 T ————— 1111

WEATEL Py ]
s - = Comtevity 221

1
NN ety £

Nortel VPN Router 1010

Nortel VPN Router 1050

(Z|CH 307H2] AFSA} E£E ERliA| EE)

(EITH 307H] AR} S Haha| Ef)

T -‘/
i T 4

HETWORKS
= L AL . L

==

Nortel VPN Router 1750

\
x
\

7
———— ! m gy

| | ! n ! 2| |
B A H H T SR g g NORTE
T — — " -4, T — I

Nortel VPN Router 2700 Nortel VPN Router 5000

(5~ 5007H2| AP} EE= H2hA| Efd)

(Z[CH 200071 9| A2 A} EE= HEliX| E{E) (ZICH 5000712 AF2A} EE= ERiX| E{d)

e

Nortel VPN Gateway ZEZ2|0{|= 7|Z9| VPN ZH =
H0{ 7|gie] o=z (A o|Mat RS HAR|2| 2@, THEL,

4
DAUDR| Sl MSshe oSt M2 £FM0| Z&=0]
USHCH B2 Mook T XFM 215 2
7|StE of|at =2 orgMut v 8 H2A S MSehIch
CHsh 29| 7|dS0| #loke #4 ®Z, 710! VPN
ZH[E o= o MX|st=Lof| w2t 02 JHX| Ol S
Azl 4= Qlguct

Nortel VPN Gateway = 2| MX|=l ¢ H2}2X2} SSL
VPN 2| 17 7|52 2EstH SA|0| HSE2l IPSec 7|
9| vPN 22|0|21E U Site to Site AH|AZ X|& SHCt.
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Best Remote Access, overall winner
Winner : Nortel for Nortel VPN Gateway

Best VPN - SSL
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NVG 3050 performs S5L handshake
3 and key exchange with client and

Multiple NVG 3050s can be then dacrypts traffic
load balanced for scalability
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